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Abstract—We propose a variant of classic information flow
analysis that permits transmission of secrets over a public
network, provided that secrets are suitably encrypted. In the style
of Dolev and Yao, the intruder controls the network, observing
all messages sent, but can only decrypt messages for which they
know the decryption key, i.e., those keys which correspond to
the security level of the intruder. In contrast to similar previous
works we allow the intruder to send arbitrary bit strings as
input to the program without any assumption that these inputs
are in some sense well-typed. This means that cryptographic
messages can enter program variables that were not meant to
hold cryptographic messages and become part of computations
and conditions. Despite this strong intruder model, we show that
a program that satisfies our information-flow analysis also enjoys
Dolev-Yao noninterference, a variant of standard noninterference
where the intruder cannot break cryptography. The underlying
model, which combines operating on actual bit strings with a
symbolic intruder model, and the entire result are formalized
and proved in Isabelle/HOL.
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I. INTRODUCTION

A limitation of classical information flow analysis is that we
cannot directly support distributed applications that communi-
cate over an insecure network, even when using encryption
to prevent leakage of messages. Simply put, encrypting a
secret means that information is flowing from the secret into
the encrypted message, and thus also the encryption must be
classified as secret. This makes sense if the property we want
to establish is noninterference: executing an information-flow-
secure program in two states that only differ in secret variables
leads to two states that also only differ in secret variables; thus
an attacker who cannot see secret variables cannot distinguish
these resulting states—no matter what computational resources
they have. If we consider messages on the insecure network
like being in public variables, then obviously no encryption
can achieve this notion of noninterference.

For this reason, Askarov et al. [2]] have introduced the con-
cept of cryptographically-masked flows, a symbolic model of
nondeterministic encryption and a special notion of possibilis-
tic noninterference that essentially prevents the attacker from
distinguishing two states that differ only in high-variables,
even if they can observe encryptions of the high-variables.
Laud [9] shows that a corresponding result can also be shown
in the computational model.

While this is a strong result on what observations an intruder
can make about the output of a program, there is a limitation
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of this approach in how input by the intruder to the program
is handled. At first sight this is easy if we only consider
confidentiality: one can allow the intruder to send arbitrary
messages to the program, even encryptions where the intruder
does not know the encryption key. Even if this influences
secret variables, this does not help the intruder observe any-
thing about them. However, with cryptography in messages
we have opened Pandora’s box, so to speak: at a position
where the program expects basic data, the intruder may send
an encrypted message, and vice-versa. This means that the
program unintentionally works with cryptographic messages
in arithmetic computations or conditions that were meant to
work on basic data, or vice-versa attempts to decrypt basic data
because it was expected to be an encrypted message. While
most of these executions probably never lead to anything
useful to the intruder, it is not obvious how to handle this
formally. [2] therefore simply rules out from the model that
the intruder can send such ill-typed messages.

A core contribution of this work is to define a model that
does not need this restriction: in our model the intruder can
send arbitrary bit strings to the program. This requires our
model to go a rather different route than [2], so that ill-
typed executions are semantically defined and that we can still
achieve a noninterference result for programs that satisfy the
information-flow analysis. As usual, this is a static analysis,
checking that there are no explicit or implicit flows from
higher to lower security labels. To account for the ill-typed
intruder inputs, this includes type checking in a type system
that formalizes the intended types of every program variable
(basic data versus cryptographic messages where the content
again has a particular intended type). A well-typed program
in this type-system does not prevent an intruder sending ill-
typed inputs, but it ensures that each message is used with a
consistent type: if a piece of data is encrypted and sent, and
later received and decrypted, then it will be interpreted with
the same type. We demonstrate in Example that an ill-
typed program in this sense can leak information in the model
where the intruder can send arbitrary bit strings as input. The
approach of [2] is blind to this attack, because the intruder
is restricted to sending messages that are (in our parlance)
well-typed, while our model also allows the intruder to send
any bit string. This is not a mistake of [2], but rather our
model is simply more sensitive. It is in our opinion relevant,
because an intruder can take messages out of context as our
example demonstrates, and it is valuable to have a verification



method that covers also this kind of problem. We note that
this is not an issue of symbolic versus computational models
of cryptography: the intruder may not be able to decrypt
the message that they use out of context. We also believe
that the fix we suggest for this problem is reasonable: we
define a type system that consistently distinguishes basic from
cryptographic data; this does not type any program that may be
vulnerable to the intruder using messages out of context. This
type system also does not impose unrealistic burdens to the
programmer; one should simply use formats to clearly indicate
the meaning of a message.

In order to achieve a result in such a general model,
we need to adopt a combination of the black-box model of
cryptography and the arithmetic on actual bit strings. To that
end, we use the concept of crypto algebras introduced by
Modersheim and Katsoris [[13]]: the universe is the set of all bit
strings and all arithmetic operations are interpreted literally as
what they do on given bit strings; the cryptographic operations
are interpreted as some functions on bit strings that satisfy a
number of conditions, namely that decryption of encryption
obtains the original message. The space of all crypto algebras
thus includes all implementations (reasonable or not) of the
cryptographic algorithms that satisfy the functional properties
of that algorithm. The idea is that the intruder cannot exploit
any properties of a specific cryptographic implementation, but
only properties that hold in every crypto algebra and thus also
in the black-box model.

This is reflected in our notion of Dolev-Yao noninterference
that we prove for any program c that satisfies our information-
flow analysis: Consider two initial states S and 7" that only
differ in variables that the intruder cannot see and any crypto
algebra €. If executing ¢ on S under €; results in a state S’,
then there exists a crypto algebra €3 under which executing
¢ on T results in a state 7’ such that the intruder cannot
distinguish S’ and T”. Here, distinguishing S’ and T’ means
that the intruder can make an experiment (any sequence of
operations on the variables that are accessible to them) that
yields different bit strings in .S” under €; and in 7" under €,.

The existential quantifier on €5 here means that it is
sufficient to find any crypto algebra such that from 7', program
¢ reaches a state 7" that is indistinguishable from S’. This
prevents the intruder from ever distinguishing the reached
states S” and T” due to the concrete behavior of a given crypto
algebra.

For instance, suppose a secret variable x has different
values in S and 7', and the program c encrypts x and sends
the encrypted value, and suppose we would use the same
crypto algebra €; for the successor states S’ and T”, then the
encryption of = would necessarily be different in S’ and T’
(otherwise €; would violate the functional requirement that
one can decrypt with the proper key). The principle of our
model is that we show there is a crypto algebra €, such that the
encrypted message in 7" is the same bit string as the encrypted
message in S” under ;.

One may wonder what happens if the program c also
encrypts another secret variable y and x = y in S while = # y

in T. Under a naive use of cryptography, the intruder could
indeed see that the two encrypted messages are equal in S” and
different in 7’—and this would in fact be independent of the
crypto algebra. We solve this using randomized encryption and
our program semantics automatically chooses a new random
value every time an encryption operator is applied, so that a
program never produces the same bit string twice, even when
encrypting the same data. Also in this case, our result shows
that there is a @, that interprets the encrypted terms in 7’ as
the same bit strings as €; in 5.

The fact that the concrete bit strings are identical in
every two corresponding states (even though they represent
encryption of different data) also makes the following case
straightforward: if the program c receives an intruder-crafted
message from the network, decrypts it and stores the result in
a (public level) variable z, then ¢ may treat z as an integer
while it is actually part of an encrypted message. If ¢ now
contains a condition on z (e.g., whether it is even) then the
truth value of the condition is the same in both considered
executions.

This is, to our knowledge, the first model to achieve all the
following properties at once:

« we model all arithmetic operations as what they truly are,

« we model without restriction that the intruder can interact
with the program (using keys that are at or below the
intruder’s security level) using any available message as
content (e.g. cryptographic messages where the program
expects integers),

o and we still have a black-box model of cryptography,
avoiding the intricacies of computational models with
negligible probabilities and polynomial bounds on the
steps of the intruder.

Our model and the proof of our main result (that a well-
typed program satisfies Dolev-Yao noninterference) are quite
involved. In pen-and-paper proofs, one might easily make a
mistake without realizing it. Therefore, we have chosen to
formalize the entire model and prove the result in the proof
assistant Isabelle/HOL.

The formalization is over 7000 lines of code, and deeply
embeds our model in the higher-order logic of Isabelle.

The Isabelle code may be found at the following URL:
https://www.imm.dtu.dk/~samo/DYIF-Isabelle.zip

The rest of this paper is organized as follows: Section
describes our term model and notion of crypto algebras. In
Section we give our notion of DY noninterference. Then,
in Section we introduce our typing scheme for terms.
Section |V] defines our program semantics and Section
defines the typing scheme for programs. In Section we
formalize our intruder model. Section [VIII| contains our main
result: that a program that types according to the scheme from
Section [Vl will fulfill the DY noninterference of Section
We finish with conclusions and related work in Section
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II. TERM MODEL

A central piece of our model is manipulation of terms; the
programs perform encryptions and computations on terms, and
the intruder can construct terms to attempt to influence the
programs. In this section, we briefly present the syntax and
semantics of terms.

We build terms from a set of operators ¥ = Bw & W F
where we distinguish between the following kinds:

« Non-cryptographic operators B like arithmetic operators.
This includes the constants (as operators with 0 argu-
ments) for all the basic data values.

o Encryption operators £. (Decryption is handled sepa-
rately.)

o Formatting operators F. These are a specific combina-
tion of non-cryptographic operations to format messages
before encryption, e.g., concatenation, tags, length fields.

Each f € BW & W F has an associated arity, denoted by
arity(f). We call a term where the outermost operator is f an
f-term. We write T (X, A) for terms built over ¥ and a set A
where in this paper A will be a set of variables or bit strings.

We let B denote the set of all bit strings, and, in certain
contexts, we also use this set for constants in terms. In the
following by, by etc. will denote such bit strings. In this work
we will consider Y-algebras with B as carriers, i.e., for a 3-
algebra 2(, we have 2(f) : B* — B for every f € ¥ of arity
n. Given a set of variables V and an interpretation o : V —
B U {undefined}, we define the interpretation ¢>* of a term
teT(%,V) as follows:

o(t) |ifteV
. A7, .t it = f(t1, ..., tn)
and (t;7%,...,t,”%) € B"
undefined | otherwise

We also define % = ¢ undefined). % " which we exclusively use
when t does not contain variables.

Let the base algebra B be a B W F-algebra with the
property that B(f) is injective for every f € F. This fixes the
interpretation of the non-cryptographic operations and formats
to their real-world implementation, e.g., integer addition. Our
result is independent of the precise behavior of these functions,
and we only require that formats are injective so that a given
bit string can be parsed for a given format f € F in at most
one way, and thus formats are unambiguous to parse.

We now define the concept of a crypto algebra, which
interprets the remaining function symbols in £ that the base
algebra does not cover.

Definition II.1. A crypto algebra € is a X-algebra that
has the fixed base algebra B as a subalgebra and such
that €(f) is injective for every function f € &, ie., from
C(f)(b1,...,by) = C(f)(b,...,b,) follows b; = b, for every
i € {1,...,n}. We associate with a crypto algebra a random-
number generator Cg : (£ x N) — B.

Each encryption function in £ models encryption with a
fixed key, and we will also often write e;, € £ to make explicit
the encryption key k. This key %k can be either a public key for
asymmetric encryption or a shared secret key for symmetric
encryption. With each key k we associate a security level,
and we model an intruder who can only decrypt e;-messages
where £ is at or below the intruder’s security level. Note that
in case of asymmetric encryption, the intruder may thus be
able to encrypt with eg, but not decrypt eg-messages if k is
at a higher security level.

Our only requirement for encryption functions is that they
are injective. This requirement is of course necessary, since
otherwise one could not define decryption in a reasonable
way. However, it may be surprising that we have no security
requirements on the functions. This is because we will not
make any computational arguments in this work. Rather, we
model an intruder who can only use the cryptography as a
black box, in the style of the Dolev-Yao model, i.e., encrypt
and decrypt with known keys. The crypto algebras are the key
idea to integrate Dolev-Yao with a bit string model. To see
that, consider the question of what operations the intruder can
perform on an encrypted term that give the same result in every
crypto algebra. The answer is: only decryption with the correct
key and the comparison of two encrypted messages with the
same key; ex(b1,...,b,) = ex(b),...,0),) holds iff b; = ¥/
for all € {1,...,n}, independent of the crypto algebra. This
reflects two problems of non-randomized encryption: if the
intruder knows that two messages are encrypted with the same
key, even not knowing the key, the comparison reveals if their
content is that same; moreover, for public key encryption the
intruder can also attempt to guess the content of a message,
encrypt with the public key and compare to the observed
message, which gives the same result iff the guess was correct.
While the general model of Dolev-Yao noninterference in the
next section allows for non-randomized encryption, our main
result uses only randomized encryption: the first argument of
an encryption will be a fresh random value in every encryption
that the program produces, thus preventing guessing attacks
and comparison attacks by construction. Thus, the intruder can
only learn anything about the content of an encryption, if they
know the decryption key. As a preparation for that construc-
tion, our notion of crypto algebra includes a random number
generator €, which given an encryption symbol and sequence
number provides a unique bit string for randomization.

Our model of cryptographic operators with fixed keys limits
our approach to a fixed infrastructure of long-term keys, and
we thus cannot model, for instance, programs where group
keys are changed whenever group membership changesE]
Protocols that derive fresh session keys from long-term keys
and then use the session keys to transmit payload messages
seem to offer at least as good security guarantees as encryption

'Such a change of group keys is desirable to ensure that group members
only have access to group messages that were sent while being part of the
group; however this change does not give strong information-flow control
guarantees anyway, e.g., a message while a is a member may depend on a
message before a was a member.



with the long-term keys, but this requires also reasoning
about authentication (not only secrecy) and we leave a formal
treatment of this general link to protocol verification to future
work.

Example I1.1. We consider b1,by € B, f € F and e}, € &.
We set t = f(b1,b2).

Let € and €' be crypto algebras. Then t¢ = ¢ =3
because t contains no encryption operator, while in general
e (r,t)€ # e (r, 1), even for the same randomization r € B.

During execution, a program will use different random
values for the encryption, e.g., by = Cg(eg,0) and by =
Cr(ek,1) for the first two encryptions with k, and since
by # by by construction, also €(ey) (b3, t%) # €(ep)(bs,t%),
leaving the intruder unable to tell whether the encryptions
contain the same payload (in any crypto algebra). Note that
Cr itself is not an operator of the crypto algebra, and the
programmer will simply write © = ey (t) whenever a new
encryption should be executed, and it is part of the program
semantics to use the random number generator at this point
in the execution.

III. DY NONINTERFERENCE

The basis of the standard notion of noninterference is that an
intruder cannot distinguish two program states that are equal
on all program variables that are at or below the intruder’s
security level. One then shows for a program c that satisfies
information flow: running ¢ on arbitrary indistinguishable
states S and T leads to states S’ and T, respectively, that
are also indistinguishable. Extending these concepts with
cryptographic messages that programs can send and receive
on a public channel presents the challenge that cryptographic
messages can “creep” into the normal program variables (that
were not supposed to hold cryptographic messages) as the
following example illustrates:

Example III.1. Let x and z be secret, i and y be public. Recall
that all encryptions are implicitly randomized, so every sent
message in this program is distinct from the previous ones,
even if the content is the same. Let further ey be symmetric
encryption and ey, a public-key encryption that are both at
level secret, and the intruder is at level public (and thus can
only encrypt with epy).
1+ 15
while (i >0) {
1—1—1
try_rcv(ep(y))
if(x>y) {
z4

A

Z<y
}

send(eg(z))
}
All instructions are standard, except try_rcv(eyr(y)) which
means that the program receives a message and tries to
decrypt it with the private key corresponding to public key

pk. If that decryption fails, the program ignores the incoming
message and continues (we discuss error handling a bit
later), otherwise y gets bound to the content of the encrypted
message. The program compares x and y and encrypts the
larger one with ey and sends it.

An example of how the intruder can interact with this
program is as follows: They pick an initial value yo and send
epk(Yo). The program will compare xo > yo (where x is the
initial value of x) and either send t = ey (o) or t = er(yo).
The intruder cannot decrypt t or tell whether it contains xg or
Yo (since the encryption is randomized), but they can produce
epk(t). This term will actually be received by the program,
taking y1 = t as the new value of y. The comparison now
depends on the concrete crypto algebra, i.e., whether the bit
string corresponding to t, interpreted as an integer, is smaller
than xq. Either way, the program will answer with ey (xg) or
€L (t)

This example shows that the execution of the program
may depend on the crypto algebra, also in a way that is not
transparent to the intruder (in the example, the intruder does
not know whether xy > t). To our knowledge, all previous
works that consider information flow with cryptography in a
computational or probabilistic model like [2| 9] limit the inter-
action with the intruder so much that cryptographic messages
cannot influence normal variables and thus the control flow or
information flow of a program as in the previous example. In
fact, one of our contributions is to define a semantics that
fully allows this intruder interaction; at the same time we
keep the spirit of Dolev and Yao: our model reflects that the
cryptography is a black box to the intruder.

We now define Dolev-Yao noninterference (DYNI) parame-
terized over several basic notions like program states, program
execution, and intruder recipes. There are no constraints on
these notions, we only give an informal idea of how we intend
to use them, so for now this is only a generic framework. In the
following sections, we will instantiate these with a concrete
notion of program states and so on, and prove DYNI for
programs that satisfy the information flow analysis. The first
reason for this framework is the ease of presentation: we can
give an outline of the approach without immediately diving
into the technical details. The second reason is generality.
Suppose for instance one wants to augment the approach with
a notion of timing (that we do not consider in this paper); this
would require integrating time into all the parameters of the
framework, but the notion of DYNI would not necessarily be
changed. The notions of our DYNI framework are as follows:

1) A notion S of (program) states; as compared to classic
notions, states will also contain encrypted messages sent
by the program;

2) A notion ~4ssic Of classic indistinguishability between
states. We do not make any formal requirements to this
relation (see however Definition [[I.T). The typical use
is that S ~ ygssic 1 iff everything visible to the intruder
is identical in S and T, e.g. program variables at and
below the intruder’s security level, and the encrypted



messages sent by the program. The difference to Dolev-
Yao indistinguishability is that ~ .;,ss;. does not consider
encryption and decryption operations the intruder may
perform and it is also independent of an interpretation
of cryptography in a crypto algebra.

3) A notion init(S) of initial state, where in particular no
encryptions have been performed yet;

4) A notion of executing program c in state .S under crypto
algebra €, yielding a state S’, written (S, ¢) ~> 5"

5) A notion R of recipes, i.e., operations and ekvaluations
the intruder can perform in a state; this could include
the intruder encrypting or decrypting messages with
available keys; and

6) A notion of evaluating a recipe r € R on a state S
under crypto algebra €, denoted S(r)® which yields a
bit string.

Definition III.1. We say two states S and T are DY indistin-
guishable (with regard to crypto algebras € and €'), and write
S C~E. T, if for any r € R we have S(r)¢ = T(r)%.

We call ~py well-formed with regard to the classic
indistinguishability ~ .jqssic if cwgyg%lassic for all €, ¢’

A program c satisfies DY noninterference, if for all S and
T with init(S), init(T), and S ~¢jassic T, and all € and S’
with (S, c) b S’, there exist € and T’ such that (T, c) o T’

re ¢ '
and S" “~py TV

DY indistinguishability means that no recipe r € R allows
the intruder to distinguish the given states. Note that we allow
different algebras € and €' to interpret the states in: this allows
us to interpret every encrypted message as exactly the same
bit string in both states, even if their content differs.

The well-formedness means that ~py is a refinement
of the classical indistinguishability; a model in which this is
violated would be unreasonable (giving the intruder the ability
to look at cryptographic messages should only improve their
ability to distinguish states).

That a program c satisfies Dolev-Yao noninterference thus
means: given any two initial program states S and T' (i.e.,
where no cryptographic operations have been performed) that
are classically indistinguishable (i.e., they agree on all program
variables that the intruder can see) and given any crypto
algebra €, if the execution of ¢ leads from state S to state S’ in
¢, then we can find a crypto algebra ¢’ under which executing
c leads from T to a state 77 and T’ is DY-indistinguishable
from S’. Given well-formedness, S’ and T” are also classically
indistinguishable. The fact that S” ¢~%,. T” is a witness that
there is no way to distinguish S” and T that is independent
of the crypto algebra. Intuitively, this is the idea to model
the cryptography as a black-box: the intruder can only exploit
properties that hold true in any crypto algebra, but cannot make
cryptanalysis on a specific cryptographic implementation. This
also sidesteps all computational arguments that would require
limiting the intruder to polynomial time and negligible prob-
abilities to guess keys and random values.

Example II1.2. Continuing Example let us for instance

consider a state S where x = 42 and a state T where x = 52.
The intruder strategy (what messages to send to the program)
must be the same in both execution from S and T; in our
notion of states, it will be fixed initially.

Suppose, starting from S in €, the intruder sends two

guesses by = ep(r1,25)¢ and by = ep(re,50)¢ to the
program and obtains the answers b, = ep(r},42)¢ and
by = ex(rh,50)¢. For clarity, we have made explicit the

randomization. Now we can find a crypto algebra €' such that
we have a corresponding execution in T: by = epi (71, 25)6/,
L= en(r],52)%, by = epr(ra,50), by = ex(rh,52)%.
In particular, in the T-execution the two messages from the
program have the same content, but due to randomization
these are still different bit strings by # b, like in the S-
execution. Thus, the resulting states are indistinguishable.

In contrast, without the randomization, we would have
necessarily two identical answers ey, (52)@ in the T-execution,
while er,(52) and ey (50) in the S-execution would necessar-
ily be different (as €(ey) must be injective). Thus, without
randomization the intruder can violate secrecy and find out
that the initial value of x must be between 25 and 50 in S’,
respectively larger than 50 in T’.

IV. TERM TYPING AND LABELING

Central to our information flow analysis are two kinds of
typing judgment relations. For distinction, we call the first one
typing as it is concerned with data types, and the second one
labeling as it is concerned with security labels.

As is standard in information flow, labeling is done with
regard to a complete lattice (£, <,| |), where £ is a set of
security labels, partially ordered by <, so that every subset of
L has a supremum | | (and we denote with [] the infimum).
The simplest example is {1, T} with L < T, where L
represents public information, and T secret information. In
general, the security policy specified by the labeling is that
information at label /; may be read only by an actor with
security level Iy iff [y < 5.

The typing distinguishes the information that classical in-
formation flow is concerned with, which we call basic, from
messages where encryption and format operators have been
applied. The intruder may well send an encrypted message in
a position where a program expects a payload/basic message;
the types thus specify only the intended type of a variable.
This is important for the noninterference result, however, since
a well-typed program will for, instance, never try to decrypt a
message that was intended to be of type basic, and thus the
intruder will never benefit from ill-typed messages.

Example IV.1. We consider a service where the key k is used
to encrypt medium confidentiality information to a large num-
ber of participants. Suppose further that top-secret information

2This also illustrates that DY noninterference is not susceptible to occlusion,
as defined by Askarov, Hedin, and Sabelfeld [2]. They here refer to the
phenomenon where the simplest way of changing the definition of nonin-
terference to accept encryptions, by considering all ciphertexts equal, will
mask unintended implicit flows, like the one we get if we omit randomization
from the example above.



meant only for a handful of privileged users is stored in the
variable x. We would then specify the typing and labeling
environments so that the term ey (x) is ill-labeled, to avoid
accidentally sending the top-secret information in a message
most participants can decrypt.

Example IV.2. Consider a program that acts as a server that
can receive, process, and reply to two kinds of requests. For
the first kind, the answer is a message of the form ey (b;q, bs),
where b;q is some identifier and b, is a secret. The second
request is a message of the form ey (b;q, by) where by, is some
public information, and the server then publishes b,. Because
there of the similarity of these messages, an intruder can
take any message ey (b;q,bs) and send it to the server as the
second kind of request and thus get the secret by published. To
avoid this problem, one should use formats to distinguish the
meaning of the two messages, so that it is clear which fields
are public and which are secret.

More precisely, we consider a distinct type e, called basic,
for all variables that are supposed to contain only basic data
(not composed with encryption or formats). A well-typed
program applies non-cryptographic operators from 5 only to
values of type e and the result is again of type e.

For every encryption and format operator we fix the in-
tended types of their arguments; e.g., we cannot use the
same encryption operator for two different types of messages.
We demonstrate in Appendix [A] that this is usually not a
restriction, since using formats one can structure different
kinds of information in an unambiguous way before encrypting
it, and it is good engineering practice not to encrypt raw data in
the first place. As a benefit, the type system is rather simple
because: if the root symbol of a term is a function symbol
from £ W F, then this determines for each subterm what type
it must have. We can thus identify the type of such a term
with its top-level function symbol and define the set of types
to be T = £W F W {e}. Let the types and labels of all
encryption and format operators be specified in the following
two environments:

Definition IV.1. We consider a typing environment A and
labeling environment I, where for every function f € EW F
of arity n, there is specified A(f) = ((11,...,m) — f) for
some types Ti,...,7n, € T, and T'(f) = ((lu,...,ln) = 1)
for some labels ly,...,l,,l from the security lattice L. For
every f € B we set A(f) = ((o,...,0) — o). We require
that A is well-founded in the following sense: there is no
infinite chain fi, fa,... € EWF such that, for all i, A(f) =
((T1,..., ™) = fi) and fi11 is one of the T;.

The typing environment A and labeling environment T’
must be well-formed in the following sense: for any f €
EWF, 7,....,7n € T, and ly,...,l,,l € L such that
A(f) = ((r1,..ymn) = f) and T(f) = ((l1,...,1n) = 1)
the following holds:

(1) For any 1 < i <n such that T; # e and
T(r) = ((1h,...,01L,) = 1) we have I’ < ,.
2)If f € Fthenl>||{l,...,l,}.

() Xre.A@p (€TVE
A)y=(r1y...yTn) = 7)

(2) XEti:im ... Xt 7,
X ftr,... tn): T

Fig. 1. Syntactic typing of terms in 7 (€ W F W B,BW V).

(3)IffeEandn>0then n=eandly =||{l2,...,ln}
Additionally, we use the typing and labeling environments
for variables. For each variable x € V we associate a type
A(z) = 7 € T and label T'(x) = | € L. Finally, for every
bit string b € B we set A(b) = o. We require the following
additional well-formedness condition:
(4) for any x € V such that A(z) # e with I'(A(z)) =
((I1,...,1,) = 1) we have | < T'(z).

A(f)=((r1y...ym) = 1) and T(f) = ((l1,.-., 1) = 1)
thus specifies that f can only be applied to arguments
t1,...,t, such that ¢; has type 7; and a security level I} < ;.
Moreover, the result will be of type 7 and security level [.
For f € B we do not define I'(f); rather, as is standard in
information flow, the label of f(¢1,...,%,) is the supremum
of the labels of tq,...,t,.

Requirement (1) ensures that a well-typed ground term will
also be well-labeled. For example, if A(f) = ((9) — f)
and T'(f) = ((L) —1), then we cannot have I'(g) =
((11,...,U.) = T). Requirement (2) reflects that formats do
not protect their inputs; the output of a format must be at
least as secret as each of its inputs. Requirement (3) ensures
that the first input of each encryption can be used for the
randomization. This value should be a bit string, and it must
be at least as secret as all the other inputs. Requirement (4)
represents that any variable is labeled such that it is permitted
to contain values of the type it is typed as.

We note that, in general, labeling depends on the typing
environment, but typing is independent of labeling. For the
rest of the paper, we assume we are given a fixed well-formed
A and T

Example IV.3. For the term e(f(x), add(y,z)) to be well-
typed, where e € £, f € F, and add € B, we must have
Ale) = ((f,#) =€), Alf) = (Ax)) = ). Aly) = » and
A(z) = o, where any A(x) except e or [ would work.

() = (s lez) — 1) and T(F) = ((ly2) = L) then
we must have T'(x) < lp;, Iy <ley, and T(y) UT(2) < leg
for the above term to be well-labeled.

Fig.[I] defines the syntactic typing relation we use for terms.
As a preparation for later, we have as a parameter to the
typing relation a set X’ of variables. Later, X will be the
set of initialized variables and thus the typing can include
the check that only initialized variables are used; if this is not
needed, we simply set X =)V. We use |- ¢ : 7 as shorthand for
() k¢ : 7 to type ground terms. Rule (1) describes how we type
variables and bit strings and rule (2) describes how we type



function applications. When applied to typing and labeling
environments as defined in Definition a bit string can
only be typed as e. The semantic typing below will also allow
that bit strings can be interpreted as cryptographic messages.

In Section we use the syntactic typing relation to type
program expressions, which can contain bit strings only as
constants in basic expressions (using operators from B). Later,
we also need a typing for arbitrary bit strings that can represent
cryptographic messages or formats, e.g., messages received
from the network. This typing thus depends on the considered
crypto algebra and hence we call it semantic typing. Note that
in general a bit string can be typed in more than one way, e.g.,
it could be an encrypted message, but also be interpreted as
basic. We thus define semantics typing as a relation between
a crypto algebra, a bit string, and a type we want to interpret
it as:

Definition IV.2. We say that the bit string b can be semanti-
cally typed as 7 under crypto algebra €, written € = b : T,
if and only if there exists a term t € T(E W F,B) such that
t*=band-t:T.

Example IV4. Consider f,g € EWF with A(f) = ((g,®) —
f) and A(g) = ((e, ) — g). For by, by, b3 € B we then have
F f(g(b1,b2),b3) : f. For b € B and a crypto algebra € such
that f(g(by,b2),b3)¢ = b, we have € b: f.

Thus, to type an arbitrary bit string (w.r.t. €) we ask for the
type of any (well-typed) term that can produce that bit string
in €. While in general there are several terms that can produce
a given bit string in €, there is at most one from 7 (£ W F,B)
of a given type T:

Lemma IV.3. For a crypto algebra, €, bit string b, and type,
T, there is at most one ground term, t € T(E W F,B), such
that t* =band -t : 7.

As we make no assumption about there being no collisions
between ciphertexts encrypted with different encryption sym-
bols, there may of course be different 73 and 75 such that
CrFb:7 and € F b: 1o for any given bit string b. In fact,
we know that in addition to any other type b might type as,
we will have € F b : e.

Later, we will need to treat bit strings as terms, for example
when they are received from the network to be decrypted
and parsed. We give a convenient way to refer to the unique
representation we decode bit strings to.

Definition IV4. If € = b : 7 then by Lemma there exists
a unique term t € T (€ W F,B) such that t* =b and -t : 7.
We denote this term as blS.

Similar to well-typedness, we can now define that a term is
well-labeled by a labeling judgment I+ ¢ : [ as defined in Fig.
For terms without encryption and format operators, it is just the
supremum of the contained variables. For formats recall that
the result label as at least as high as all the argument labels.
The specialty of our work is thus the encryption operator as
the only operator that can have a lower security label than its

(1) Fe:T@ “¢Y
H‘tllll “_tnln
TS S TR A
(3) [ A S +
RS I A

Fig. 2. Well-labeling of terms in T (BWE W F, V)

arguments.

Example IV.5. We set A(z) = o, A(y) = o, I'(z) = T,
T(y) = L, A(f) = (o) = f), and T(f) = (T, 1) - T).

We now have that f(x,y) is well-typed and well-labeled. If
we switch around the variables to f(y,x), we get a term that
is still well-typed but not well-labeled, since the secret x flows
into the public second position of f.

V. PROGRAM SEMANTICS
A. Syntax and Program States

Our programming language contains constructs for the
assignment of expressions (without encryptions) to variables,
encryption, sending to the network, receiving from the net-
work, conditional branching, and looping. They are explained
in more detail along with the semantics below. The syntax of
our language is given by the following grammar:

c = x+t|z+e(y)]|send(r) | try_rcv(tye){c'}
| caica | if(p){ciH{ea} | while™ (p){c'}
p = ffilpr—pfta=1

Here, x and y are variables, ¢ is a program expression from
T(F W B,V), e is an encryption operator from &, t,., is a
receive pattern from T(EWF,{z |z € VA A(x) = o}), and
p is a formula built from ff (falsity), — (logical implication),
and = (equality of terms). The other common logical opera-
tors, like A, are syntactic sugar, and logical predicates can be
expressed as Boolean-valued functions in B. Finally, m is a
loop bound that can either be a program expression or a bit
string.

Decryption is done implicitly as part of the receive patterns
as explained below. Encryption can only happen as an isolated
step; this is only for convenience of the development, and
obviously programs with arbitrary use of encryption can be
rewritten into this form.

A program state is a 4-tuple (o,ib,0b, Cr). The internal
program state is o : V — B U {undefined}, representing the
value contained in each variable. The inbox of the program is
ib, an infinite stream of bit strings, representing the messages
that will be received by the program during execution. The
outbox of the program is ob, a list of bit strings, representing
messages sent to the network. From the point of view of
the intruder, the inbox contains the messages sent to the
program and the outbox contains the messages received from



the program. C'r : £ — N is a counter for each encryption
symbol; the program will use (e, Cr(e)) as the random
value when an encryption with e € & is performed and
increase the counter.

The fact that we allow for arbitrary bit strings in the inbox
of a program subsumes anything an intruder strategy can
ever achieve. Note that this is in contrast to other Dolev-
Yao-style models where the intruder chooses a recipe that
determines the message the program receives. Using the over-
approximation of arbitrary bit strings simplifies our arguments,
but also prevents the application to integrity goals; we will get
back to this question in the conclusions.

B. Initial States and Classical Noninterference

We call a state an initial state, written init(o,ib, b, Cg),
iff ob =[], Cr = (Xe. 0), and for all = € V such that §(z) #
e we have o(xz) = undefined. Thus, in an initial state the
outbox is empty and cryptographic operations have not yet
been performed.

In the following let I,y € L be the intruder level, i.e.,

the intruder is allowed to see information labeled I < [,f.
As is standard in information flow, the main result will show
that, in a program that satisfies our information flow policy,
an intruder with security level l,.; will only be able to see
information at level [ < [,.s and will not learn anything about
information with any other labels. This result will hold for
any l.y € L, i.e., no matter which security level the intruder
has, they cannot learn anything about information they are
not cleared for. For convenience of presentation, let thus in
the following I,y be an arbitrary security level. We call two
states S and T' classically indistinguishable (wrt. 1,y ), written
S ~classic T, if they agree in all variables [ < [,.; and have
equal inboxes and outboxes:
(Us,ib, Ob, CRS) ~classic (O’T,jb, ub, CRT) iff b = jb,
ob=ub, and og(x) = op(z) for all x € V with I'(z) < l,f.
Thus, indistinguishable initial states only differ in e-type
variables that the intruder cannot see.

C. Big-Step Semantics

Fig. 3] gives the semantics of our programming language
and we discuss them here in the presented order. All these
rules are evaluated in a given crypto algebra €. First, in an
assignment x <— ¢, we evaluate ¢ in € and update the program
state for x. The send-statement will simply put the bit string
contained in the variable into the outbox. For an encryption,
x  e(y), we use the random value number Cg(e) from
random number generator € to perform the encryption of
the bit string o(y); the result is stored in variable z. We then
increment Cr(e) so a new random value will be used for the
next encryption with e. Sequential composition and conditional
branching are straightforward, where o |=; p denotes that the
predicate p evaluates to true under o and €. (Here o denotes
to the program state in the state .S.)

The while keyword has an additional argument m as a
superscript, which we call the loop bound. The loop bound is
initially a term ¢ that is evaluated to a bit string ¢”¢, which is

then interpreted as a natural number n in the other rules. This
behaves like a standard while loop except that it terminates if
number of iterations exceeds the loop bound. We thus prevent
non-termination leakage: in general, it would be observable if
a process stops communicating due to non-termination of a
loop and this can leak information about the secret variables.
Standard information flow is not sensitive for that if one
defines noninterference between final states (when the program
has terminated) but due to the nondeterminism in the choice
of the crypto algebra, we cannot make DYNI insensitive to
non-termination. Bounding execution by these loop bounds
is conceptually the simplest way to ensure termination. While
this limits programs to primitive recursion, it is not a limitation
of our approach: the same result would hold without loop
bounds, if we are given a proof of termination for the program
for every input.

The try_rcv(t){c} statement is the most involved in the
semantics. Recall that the pattern ¢ is a term in 7 (£ W F, V)
and can only contain e-typed variables. This means that
the program will only accept a term that is encrypted and
formatted in the specified way, but it can receive arbitrary
values for subterms that are variables (and these will be treated
as basic values of type o). For any term ¢ there exists at most
one type 7 such that V I ¢ : 7. For any such term ¢ that types
we denote this 7 by ¢7. Since the two rules for the receive
statement use ¢”, it must be the case that ¢ is well-typed, i.e.
we have V ¢ : tT Let now b be the bit string (from inbox)
that the program is trying to receive. We check if € b : {7,
i.e., if there is a term of type ¢7 that produces b in €. This is
actually the question of whether b can be decrypted and parsed
according to pattern ¢. If no, we take the rule on the right to
execute the catch block c (e.g. sending an error message).
If yes, then by Lemma there is a unique one that we
denote with biff. That term has the same shape as t, but has
bit strings instead of variables. In this case, we use the parse
function ps (and its extension to lists ps;) that will parse the
given input against the pattern step by step, and updating the
state whenever parsing a bit string b against a variable x. Note
that, if a variable occurs several times in the pattern, then it
will simply be overwritten in the order specified in the ps-
rules. Note also that ps will not fail on the given inputs by
construction.

The only remaining detail is the bp function to update the
counters C'g. This is necessary in our model where the intruder
can send arbitrary bit strings; this could include an encryption
with a randomization that the random generator of the program
can also produce at some point. The function bp advances all
counters so far that all random values in the given message
will not occur anymore:

Definition V.1. We define an ordering on the counter func-
tions, such that Cry < Cry if and only if Cry(e) < Cra(e)

3In the Isabelle model we slightly generalize the semantics. If an ill-typed
receive pattern is used then the execution is still defined, unlike in Fig.[3] but
it will continue with an undefined internal program state (i.e. one we cannot
prove anything about).
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Fig. 3. Big-step semantics of the programming language. bp and ¢™ are defined in the explaining text, [] and :

Xinbax—t:{z}
Alx) =e Ale) = (s, Ay)) > €)
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Xin,x - send(x) : 0
VEL: T Xy bce: Xow
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Fig. 4. Well-typed programs
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Fig. 5. Well-typed formulas

for every e € E.

We let bp(Cg,t), for Cr : £ — N and term t, be the
least C : € — N such that Cr < C%, and for any e(b, ...)
occurring in t and any n € N, if €g(e,n) = b then we have
n < Ch(e).

: are list notation from functional programming.

VI. TYPING AND LABELING PROGRAMS

We extend the notion of well-typedness and well-
labeledness to programs (Figs. f]6). Our main result will be
that a well-typed and well-labeled program enjoys the property
of Dolev-Yao noninterference.

A. Typing rules

Our typing rules ensure, among other things, that we do not
read from uninitialized variables. Given a set X;,, of variables
that are already initialized, we call the program c well-typed if
Xin F ¢ Xyt holds according to the typing relation defined
in Fig. ] At the end of the program the variables in Xy, will
also be initialized. Initially X, contains the variables that are
defined in the initial state that the program is started from,
and this set is augmented in the type check for the part co of
a composition cj; co by the variables that c; initializes.

Most typing rules are straightforward. Assignment x < t
requires that = has the same type as ¢. Similarly, an encryption
with operator e must be to a variable of type e, and the
argument types of e must be e (for the randomization) and
the type A(y) of the term being encrypted. On a receive, we
must check that the receive pattern ¢ is well-typed. Moreover,
the loop bound of a while must be of type basic: it can either
be a bit string or a basic program expression.

B. Labeling rules

The rules in Fig. [6] check that a program does not contain
illegal flows. The relation I ¢ : [ means that ¢ can be labeled
l, where [ is at most the infimum of the security levels of
variables affected by c. This label [ is then used for checking
implicit flows: this command can only occur under a condition
with a security label I’ < [. Before we explain the rules, let us
first illustrate how the formats can give rise to implicit flows
that do not occur in classical information flow:
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Fig. 6. Well-labeled programs. We use supp(t) = | {T'(z) | = € fu(t)}
for terms and formulas.

Example VI1. Let x,y: T, z: L, and f € F.

y < £(0,0);

if(z>0) {

} y < f(z,2);
One may now encrypt y, a recipient may then decrypt and
parse the content and treat the second value in the format
as 1. This is because formats allow us to transmit in a
single message several values of different security levels and
the recipient should be able to treat each item at is original
security level. However, this now gives rise to an implicit flow
from x into the second argument of f: if that value is later (by
a recipient) stored in a | variable 2, then 2z’ # 0 reveals that
x > 0. To correct the example, one could either require the
second argument of f be labeled T (so the recipient cannot
treat it as low) or slightly change the behavior of the program:

'+ 0

if(z>0)

Y+ f(a',2)
Here, the second argument of f has no more relation to x (in
contrast to the previous version) and thus the assignment can
be taken out of the conditional, eliminating the implicit flow.

'z

To formalize all the implicit flows here, we define the
notion of the infimum label of a type: @« = T and f =
M{l, sl Tis. o T} for f € EWF with T(f) =
((lhy...,ln) = 1) and A(f) = ((11,...,7) — ). The label
7 will be at least as low as any field affected by writing to a
variable of type 7.

With that, we can define the labeling rules. For an assign-
ment ¢ = x < ¢, it must be legal to construct ¢ according
to labels of the format fields and the variables used, ¢ must
be permitted to flow into x, and the label [ of the program
can be at most the label of z and the infimum type A(z).
This reflects that ¢ entails implicit flows into the fields of
formats and encryptions contained in A(x) as illustrated in

the previous example, and thus if c is part of a conditional
statement or loop, then the guard can be at most of label /.

Similarly, for an encryption ¢ = x + e(y), y can be at
most the level /; of the content, and the output level /5 of the
encryption can be at most the level of . As before, this can
induce implicit flows into the fields of formats, and also the
encrypted term itself. Thus, the label of ¢ can be at most the
infimum type of e and at most the encryption output level Is.

For sending and receiving, we require the explicit and
implicit flows to be of the label L, as we assume that the
network is public. We note that the label !’ in the try_rcv
rule is totally unconstrained. There is actually an implicit flow
from the network to this label, but as the network has label
L, this flow is always legal.

The remaining rules are like classical information flow
(where we treat the loop bound ¢ in while loops like a second
condition): we have to keep track of the infimum of variables
that are affected by each piece of code, and ensure that this
label is not lower than the label of any condition it depends
on to prevent illegal implicit flows.

For the ease of the presentation, we have made the labeling
regime a bit stricter than necessary. Consider the program

z + f(x)

try_rcv(f(y))
where the security lattice is L < + < T and A(z) = e,
Ay) = o, Az) = f, A(f) = ((0) = f), T'(x) = L, T(y) =
T,0(z) =+, and T'(f) = ((+) = +).

This program satisfies DYNI, however it does not label
according to our definition. The Isabelle formalization of the
labeling actually allows this program, the result is thus more
general, but requires two labeling systems, namely one for
program expressions (that allow lower variables to flow into
higher fields of formats) and one for receive patterns (that
allow lower fields of formats to flow into higher variables).
We have chosen to present this more strict labeling system for
the sake of simplicity, and since this does actually not restrict
expressiveness as the following rewrite demonstrates:

'

2 e (@)

try_rev(f(y))

y< vy
with A(z') = A(y') = e and TI'(2') =T'(¢/) = +.

Example VI.2. The typing and labeling systems ensure not
just that information flow is adhered to in the classical sense,
but also that type confusions introduced by the intruder cannot
be exploited to break confidentiality.

Consider the following ill-typed program, where s is a secret
variable and ey; and eys have secret inputs, so the intruder
cannot decrypt such messages:

try_rcv(z)

if(s=1) {

z+0
}

y e ()
send(y)
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try_rcv (ep(er2(2))) {
send(error)

Let x be of type o. Based on the secret s, x is either kept or
overwritten with 0, encrypted, and then sent. The second part
of the program tries to decrypt a received term first with k1
then with k2. It then answers with error if the decryption fails.

There is an attack on this program, where the intruder first
sends an epa-term (e.g. a previously observed one) and then
sends the received answer right back to the program. The
program answers with error iff s = 1. The program is ill-
typed in our system: from ey, (x) and x : basic, follows, that
d(ex1) = (o) and thus ey (ex2(+)) cannot type.

This example thus demonstrates that a requirement that
an intruder can only send well-typed messages in general
can exclude attacks that our model can detect. A situation
like this can realistically occur in larger programs when the
programmer(s) did not realize how messages sent and received
at different points in the program could be abused by an
intruder in unexpected ways.

VII. RECIPES

As the last step, we define the actual intruder model, namely
what the intruder can do to distinguish two given states.
Recall that in Definition we have referred to an abstract
concept of recipes, i.e., steps that the intruder can execute
in a given state to produce bit strings, and two states are
indistinguishable if every recipe gives the same result in both
states. As before, let [, € L be the security level of the
intruder, representing that the intruder has legitimate access to
all information labeled I < l,;, and the goal is to protect all
other information.

A. Destructors

The encryption and format operators we have considered so
far are all constructors; operators for decryption and parsing
have only been implicitly represented by the receive patterns
of programs so far. For the intruder, we now make explicit
a set D of destructor symbols. Each destructor d € D has
a unique target target(d) € F W & and argument dc(d) €
{1,...,arity(target(d))}. Here dc(d) i means that d
extracts the ith argument of f.

The meaning of a destructor d w.r.t. a given crypto algebra
¢ is defined as follows: d(b)® = b; if dc(d) = i and
b = target(d)(by,...,b,)%; and d(b)? is undefined otherwise.
This is well-defined thanks to the injectivity property in
Definition and the fact that a destructor symbol has a
unique target.

B. Intruder Accessible Subterms

We allow the intruder to access those subterms of an
encrypted message that have a security label [ < [,., even
if the intruder does not actually have the necessary decryption
key and thus cannot see other parts of the encrypted message.
Since all I < [,y information can actually flow into variables
that the intruder can see, this over-approximation is unlikely to
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lead to false positives, but it simplifies the formal model. The
intruder can provide a term and a path (a sequence of indices)
into that term and obtains either a bit string corresponding to
the subterm pointed to by that path, or undefined if the path
is not valid or leads to a classified subterm. Let thus [ € L,
te T(FWE,B), and ¢ be a list of natural numbers:

tlif ¢ =[] and I <lyef
access(l;, t;, ")
|if ¥ =44 and t = f(ty,. ..
and 1 <i<n
and T'(f) = (L4, . ..

undefined | otherwise

access(l,t,v) = rtn)

) = 1)

The label [ here represents the label of the given term; this
will be I'(z) when used on a program variable x, or L when
used for a message on the network, as will be defined in the
recipes below. During the recursive calls [ is the security label
of the respective subterm. The intruder finally gets the chosen
subterm if its label is at or below [,f.

C. Blacklist

We call an encryption operator e critical and write crit(e)
ifI'(e) = (L, ..., ln) > D) and I < lpand | {l1,...,ln} £
lref. This means that the intruder can actually see such
encryptions (I < [,.r) while they are not transparent to the
intruder, i.e., at least one [; is not accessible.

Below, we allow the intruder to freely use encryption sym-
bols and in fact choose any natural number as randomization,
however, we have to exclude that the intruder can here choose
a random number that has already been used by the program,
i.e., the intruder can never guess a random number that the
program has used. For that, we extend the program states with
a log file ) that contains the entry (rand, e, by) if by is a bit
string that the program has already used as randomization for
encryption e and we define:

blacklist(€,Q) = {(e,b1) | (rand, e, b1) € QA crit(e)}

We will simply disallow the intruder to apply e to arguments
if the result is in the blacklist, effectively denying the intruder
the ability to guess the randomization of critical encryptions.

D. Recipes and their Evaluation

We define the set of recipes by the grammar:

r ::=accV(z, ) | acclb(r,4,v) | accOb(r,i,)
| f(r17 o aram’ty(f)) ‘ d(r/)

fore eV, reT,ieN,p e N, feEWJFWB,and d € D.

The first three constructs, accV(z,)), acclb(r,4,), and
accOb(r,,), represent the intruder accessing a subterm of
either a program variable, a value in the inbox, or a value in
the outbox, respectively. All three require a path to the subterm
1. The type 7 is the type that the intruder wishes to interpret
the bit string as (while for a program variable x this type
is determined by A(x)). The other two cases mean that the
intruder can apply a constructor f € £wF W13 or a destructor
d € D to any terms that he can already cook.



Recipes may fail, for example if the intruder tries to access
a classified subterm using access(-, -, ). It will then evaluate
to undefined, and if a recipe uses an undefined subrecipe it
will also evaluate to undefined.

Let S (0,ib,0b,C,,2) be a state where
ib = [iby,...] and ob [0bo, ...,0b,] (and ob,
is undefined for 7 > n). Define the evaluation of
recipe r in S under crypto algebra € as follows:

S(accV(z, 1)) = access(T(x), a(x)li(ac) ,w)c
S(acelb(r,i,1))¢ = access(L, ib;}S ) if € Fib; : 7
S(accOb(r,i,1))¢ = access(L, ob; ]S 7’(/J>€ if€kob;: 7
S(F(rr, oo t)E = F(S@1E, .., S(rn))E

if fefwWFwWh, all S(r;)® are defined,

and (f,S(r1)%) ¢ blacklist(¢, Q)
S(d(r))® = d(S(r)®)¢ if d € D and —crit(target(d))
and S(r) = undefined otherwise.

VIII. MAIN RESULT

We have shown the soundness of the typing and labeling
rules of Section by proving that a well-typed and well-
labeled program fulfills the DY noninterference of Section

For DY noninterference to be defined, the constructs we
have introduced in the preceding sections must be well-formed
with regard to the requirements from Section That ~ .jussic
from Section is an equivalence relation is easy to see. We
must also show that for any S, T, €, and ¢ if S ©~%, T
then S ~(jgssic T, for ~py defined from the recipes of
Section This follows from the fact that the intruder can
use the recipe accV(z,[]) to access the bit string stored in
any variable with I'(z) < s, acclb(e,?,[]) to access the bit
string stored at any index ¢ of the inbox, and accOb(e, 1, [])
to access a bit string from the outbox.

In the following, we state the result more formally. Only
payload-type variables will be initialized at the start of the
program, as is required of initial states in Section

Theorem VIIL1. If {x |z € VAA(x) = o} F ¢ : Xpyr and
I c : 1 then, for any l..f € L, c fulfills DY noninterference,
with regard to the program semantics of Section|V} the recipes
of Section and init and ~ cjqssic of Section [V}

For reasons of space, we omit the proof here. The general
strategy is finding a stronger relation than DY noninterference,
which we dub the invariant, that we can show is preserved.
The details of the proof can be found in our Isabelle/HOL
formalization.

IX. CONCLUSION AND RELATED WORK

There are several works that combine static analysis of
programs with cryptography. Abadi [[1] gives a type system
for showing secrecy in programs communicating over public
channels with cryptography in the Dolev-Yao model. Peeter
Laud was the first to give computational soundness results for
information flow analyses. In [[10] he proves the soundness
of an analysis over the graph representation of a program,
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some of the restrictions of which were lifted in [8]]. Laud and
Vene [11] give the analysis in the form of a type system,
more similar to our approach. Smith and Alpizar [14] make
further progress in this vein, among other things, by adding a
decryption statement to the considered programming language.
Fournet and Rezk [7] consider probabilistic noninterference in
a context with an active adversary. They give a probabilistic
language with cryptography and untrusted memory, which may
be considered to model an untrusted network, and express
noninterference as a game defined in that language. They
also provide a simpler imperative language that compiles into
the target probabilistic language and show that if a program
types in the simple language then its implementation in the
probabilistic language also types, which guarantees nonin-
terference. Fournet, Planul, and Rezk [6] extend the typing
rules to cover cryptographic operators with different properties
like encryption with blinding and homomorphic encryptions,
where computations on plaintexts can be done on ciphertexts
instead. Waye et al. [I5] propose CLIO, an information-
flow control system that applies cryptographic enforcement of
information-flow control over untrusted key-value stores. They
formalize security as a game against an active intruder, and
prove that programs satisfying certain properties are secure
under this game. Another work that considers information
flow with encryption is Mitchell et al. [12], which provides
a Haskell-based programming environment for homomorphic
encryption and secure multiparty computation. They can give
a computationally based guarantee that a permissible program
in their model will not leak secrets to the honest-but-curious
servers it is executed over.

Our work also shares certain similarities with the labeled
crypto API of Bhargavan et al. [3] (further extended in Bharga-
van et al. [4]] to support compositional verification of vertically
composed protocols). Their objective is quite different from
ours — they verify more complex security protocols, like
the Diffie-Hellman ratcheting protocol, especially with regard
to dynamic security properties, like post-compromise security
and forward secrecy, while we merely want to find the sound
ways of using existing cryptographic material at the applica-
tion level. As such, we have a much simpler analysis and can
give a strong privacy-type noninterference guarantee, where
they show secrecy-type properties. However, their approach
is based on showing an invariant over the global state of the
system, which is similar to our approach for showing that
noninterference is implied by our typing system (though our
invariant is over pairs of states), and they do so by defining
a typing system defining the intended use of the different
program variables. For example, a key might be a dedicated
signing key, and should then never be used for encryption.
This is somewhat similar to our requirement that if a given
encryption symbol is used for encrypting a certain type of
data (for example public payloads) then it may not be used
to encrypt incompatible types of data (for example a format
with a secret field). Furthermore, they have secrecy labels
specifying that only a given set of principals are allowed to
read a certain piece of information, very much like our security



labels.

The closest related work is Askarov, Hedin, and Sabelfeld’s
work on cryptographically-masked flows [2]. They use a
concept of low-equivalence between pairs of states to define
possibilistic noninterference for programs with encryptions.
For non-cryptographic terms, low-equivalence (~) is simply
that terms of a low security level must be equal in the two
states, while terms of a high security level may differ. A single
term may contain both high and low subterms, similarly to
what is permitted by our model through formats. To define
low-equivalence for terms including encryptions, they also
introduce a low-equivalence relation for ciphertexts (=), which
is left arbitrary but for a couple of conditions. They assume
a nondeterministic encryption scheme, where the result of an
encryption can be any of a set of ciphertexts. They then require
of any (possibly equal) pair of encryptions and associated
output sets the following: for all ciphertexts in one set there
must exist a low-equivalent ciphertext in the other, and there
must exist a ciphertext in one set that is not low-equivalent to
a ciphertext in the other set. For u; ~ us to hold, where wu,
is the result of encrypting the term v; with the key k; and wuq
is the result of encrypting ve with ko, we must have uy = us,
v1 ~ Vg, and k1 ~ ko. They extend low-equivalence to states
as expected. Two sets of states are defined as low-equivalent
if for any state in one set there exists a low equivalent state
in the other set, and vice versa. They give a typing system for
commands and show that if a command is well-typed, then
the two sets of end states reachable from two well-formed and
low-equivalent sets of initial states will be low-equivalent.

A significant difference to our work is that [2f] limits the
messages that the intruder can send. This amounts to the
intruder only sending “well-typed” messages (although not
exactly in the sense of well-typing in this paper), so that
the normal program variables never contain cryptographic
messages. In contrast, our intruder can send arbitrary bit
strings, and the program variables can thus take values that
contain cryptographic messages (or parts thereof), and the
program may compute with these values and conditions may
depend on these values. The semantics for this follows just
what happens in reality: if the program expects an encrypted
message then it will simply apply the respective decryption,
and if that succeeds, it will accept any bit string results
from the decryption—and we do not exclude that this can
be a cryptographic message. Example gives a program
where we can show an attack in our model that exploits
this. As far as we can see, this is incompatible with the
model of nondeterministic encryption in [2]]. Our model, our
requirements, and our proof of a noninterference result are
more complicated because of this generalization: the only
feasible way we see to model and prove it was to show that for
two executions that should be indistinguishable and one crypto
algebra € for one execution, we can always find a crypto
algebra €' for the other execution so that the cryptographic
terms are identical in both executions, thus the same paths
are followed, while the variables and message fields that the
intruder cannot see may indeed be different. This thus models
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in a completely different way that to an intruder with no clue
about cryptography, the messages in the two executions look
literally the same.

The additional requirement to the program that we need
for our result are part of the type-checking. This ensures that
a program distinguishes between the intended types of data,
and thus only produces well-typed terms, and this property is
preserved over all information flows, including communica-
tion, since formatting always conveys the intended type of the
information. Related to that, we also have the requirement
(that is ensured by construction) that every encryption by
the program is randomized with a value different from all
values that occurred before. This is handled in [2] by the
nondeterminism of their model, but it seems a good property
of our model that non-randomized encryption (or flaws in the
randomization) would allow the intruder to perform guessing
attacks or see whether two encrypted messages have the same
content.

Like our approach, also the results of [2] are machine-
checked, in their case using a theorem prover called Coq at the
time. As explained our approach is more general in terms of
the messages from the intruder and thus also the proof of the
result is rather complicated, which also motivates the use of
machine checked proofs because in a pen-and-paper proof it
would be so easy to overlook an error in a minor detail at this
complexity level. Another advantage of using theorem provers
is that we can actually treat programs as mathematical objects
and verify multiple properties, of which noninterference is
only one.

Laud [9] has shown that noninterference in the possibilistic
model of cryptographically-masked flows of [2] (with some
minor modifications) implies noninterference in a probabilis-
tic computational model. Note that this concerns only the
distinguishability of the messages sent by the program and
the low variables (given the cryptography is computationally
hard to break), but not the messages the intruder may send
to the program where the approach limits the intruder to
well-typed messages as described. Given that our model of
cryptography is also substantially different to [2] in order to
handle an intruder who can send arbitrary bit strings, it is
currently unclear how a computational variant of our Dolev-
Yao noninterference can be formalized and proved, and we
leave this question for future work.

Such a proof would also eliminate the current reliance on
a blacklist of values that the intruder cannot guess and on
a program semantics that prevents collisions in the random
number generator; in a computational proof, these guessing
and collision issues would not be impossible in the model,
but instead have a negligible probability.

In the future, we would also like to detach the keys from
the encryption symbols and allow explicit key generation and
sharing. Some authenticity considerations would have to be
included in the analysis; one should, for example, not imme-
diately accept a key encrypted with one’s public key as coming
from the sender one would expect. Complex interactions for
transmitting and verifying keys would likely require something



closer to full protocol-verification, but simple operations like
generating and transmitting a new session key could be within
the realm of our typing-based approach.

Another limitation of the current approach is that we do
not allow for a program to handle encrypted messages that
they cannot decrypt. An example that we cannot handle is
be a server that forwards messages between clients that are
encrypted between the clients with a key that the server does
not know. This restriction was made to keep the formalization
and proofs simple, but we do not see any fundamental issue
that would prevent us from lifting this restriction and thus we
plan this for future work.

Declassification would be an interesting aspect to examine
as future work. The analysis could become more generally
applicable if the programmer had the ability to declassify the
value contained in a variable at any point in the program. They
would then, of course, lose the noninterference guarantees for
that variable and any logical consequence of that (if x was
just assigned to y and y is then declassified, z would then
also be implicitly declassified), but ideally all other guarantees
still hold. You might, for example, want to declassify the
result of an election without declassifying each vote. A typical
approach is to limit the considered pairs of executions to
those where the declassification has no effect, and show that
noninterference holds for these. Eilers, Miiller, and Hitz [5]
employ this technique by representing two executions of a
program as a single product program and adding assume-
statements stating that the declassified value is equal in the
two executions at the point where declassification happens.
This would, however, not work directly in our model since
the second execution is existentially quantified.

We want to conclude with the question of whether one could
use our information flow analysis also for integrity goals, e.g.,
with a lattice trusted < wuntrusted. (Of course, trusted is
the lower label, because untrusted information must not flow
into trusted sources.) The first major obstacle to this lies in
the current model that allows the intruder to send arbitrary
bit strings to the program as input, and thus in general may
influence all variables of the program. We would thus have to
limit this to an intruder who can send only messages that they
already know or that they can produce (but then for untrusted
fields insert arbitrary input values). The second major problem
arises if the intruder can intercept messages on the network or
replay them. While this does not necessarily violate a notion of
noninterference (if we consider two executions with the same
intercepts and replays), but since the value of trusted variables
in general depend on whether a message was received, the
intruder can thus influence the trusted variables. Also this
question we plan to investigate as future work.
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APPENDIX
A. Notes on Typing

There should be no real issue with adapting our work to
a more permissive typing system, similar to the one of [2]].
If we add a requirement to the base algebra ®B that formats
must be distinguishable (i.e., that if B(f)(b1,...,b,) =
B(g)(V),...,b,) for f,g € F then f = g) then one would
not have problems with a message containing secret informa-
tion being mistaken for a message with public information, like
in Example even if the same encryption symbol can be
applied to different formats. It would, however, make some of
the proofs more involved, and we thus leave it as future work.

To reiterate, our term-typing scheme is quite strict; if we
have A(f) = ((g,®) — f), then we expect an honest agent
to only ever produce f-terms where the first input is a g-term
and the second is a basic value. For simplicity, we have made
the type system so that each encryption operator has to have
one type of content, because it is more involved to handle
a type system that allows for a disjunction of operators at a
given place. A simple workaround we can use is the following

syntactic sugar: we can encode a set of formats fi,..., f
simply as a single format with 1+ Zle arity(f;) arguments
where the first argument is a value from 1,... &, choosing
which format it is, as expected; this can also be further reduced
as expected if several formats have an argument of the same
A and T'. The first argument should be of label L since we do
not hide the types of messages. If the formats are implemented
using something like XML, this combined format can actually
be implemented without loss of efficiency, as the unused fields
need not even be mentioned.

This will not always work directly, since if you assign to a
format with only secret field in a secret context you will have
an illegal implicit flow when the syntactic sugar is unfolded.
There is, however, also a workaround to this: One can write to
temporary variables inside the secret context and then assign
these values to the format after the while- or if-statement.
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