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Abstract—This paper presents an overview of the ECSEL pro-
ject entitled “Safe Cooperating Cyber-Physical Systems
using Wireless Communication” (SafeCOP), which runs during
the period 2016-2019. SafeCOP targets safety-related Cooperat-
ing Cyber-Physical Systems (CO-CPS) characterised by use of
wireless communication, multiple stakeholders, dynamic system
definitions (openness), and unpredictable operating environments.
SafeCOP will provide an approach to the safety assurance of CO-
CPS, enabling thus their certification and development. The pro-
ject will define a runtime manager architecture for runtime detec-
tion of abnormal behaviour, triggering if needed a safe degraded
mode. SafeCOP will also develop methods and tools, which will be
used to produce safety assurance evidence needed to certify coop-
erative functions. SafeCOP will extend current wireless technolo-
gies to ensure safe and secure cooperation. SafeCOP will also con-
tribute to new standards and regulations, by providing certifica-
tion authorities and standardization committees with the scientif-
ically validated solutions needed to craft effective standards ex-
tended to also address cooperation and system-of-systems issues.
The project has 28 partners from 6 European countries, and a
budget of about 11 million Euros corresponding to about 1,300
person-months.

Keyword$l cyberphysical systems; systern$-systems; safety
assurance; wireless communication

I. INTRODUCTION

A safety-critical system iS a system whose failure might
endanger human life or the environmafthen a system might
harm humans or the environment {®intended to mitigate or

manage such harm), decisiorakers requirgre-release safety

assurance evidence that it manages fisacceptably. In some

domains, developers prepare an expligitsy case combining
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very expensive, and can add a development cost overhead of 25
t0100% [1] and in some cases even 10 times mieseexample,

CGa commonly accepted rule of thumb is that development of
safetycertified softwareosts roughly 10 times as much as-hon
certified software with equivalent functional@j2].

If, after performing an initialHazard Analysis and Risk As-
sessment (HARA), a system is deemed safeslated, it has to
be certified. Certification is a Oconformity of assessmentO per-
formed by a third partya Ocertification authority®.,g.an inde-
pendent organization or a national authorithe certificaion
process depends on the concrete application domain. However,
the main ideas are common to all domains. The overalligoal
to ensure freedom from unacceptable risk. Safety requirements
typically consist of a functional part and an integrity level. A
Safety-Integrity Level (SIL) captures the required level of risk
reduction, and willlictate the development procesaes certi-
fication procedures that have to be followed, depending on the
standard, e.g., IEC 615(8], ISO 26262[4], or RTCA DO
178BJ5].

Once a system is certified, the safety certificate is typically
valid only for a specific system configuration. This is the case,
for example, in the avionics area, where the system is certified
as a whole, and even small changes may result in a requirement
for complete recertification. The focus of recent research in
safety assance[6] has been to develop OmodularO certification
approaches. The idea is that a Omodular safety certificateO can
be given to an individual subsystem (moduba)d then these
certificates will be manually composed into ateyn certificate.
Thus, when a module is changed, theedification efforts can
be isolated to the effects of that respective module. Some certi-
fication standards, such as IEC 61508 #8@ 26262, allow

this evidence with safety argumenivhereas in other domains Gmodular safety casesO where the safety cases are compose
developers must show that their processes and work produgtg, example, ISO 26262 has the notion of a Sefynentout

conform to a relevant standaréor the purpose ofthis

; ' . of-Context. Recent projects, such RECOMP(Reduced Cer-
document, we call this safety evidence also a Osafety caseO, @d;

tion Costs Usig Trusted Multtore Platforms, EU Artemis

the work in SafeCOP applies also for the domains whiahodo 3, 2012013 and SafeCefSafety Certification of Software
explicitly use safety case¥he conceptual basis for certification |niensive Systems with Reusable Compone&its Artemis JU

is that the preelease (desigtime) evidence anticgtes the

20112015), have proposed modular certification approaches,

possible circumstances that can arise from the interactiofy these are ngetused in current practice.
between the system and the environment, to show that these
interactions do not pose an unacceptable risk. Certification is



Il. COOPERATIVEOPENCYBER-PHYSICAL SYSTEMS

SafeCOP addresses safetyated cooperating cyb@hysi-
cal systems, characterised by usemifeless communication,
multiple stakeholders, dynamic system definitions, and unpr

dictable operating environments. We reffie such systermsf- ¢ Developi fetv critical svstern tvoicall . K
systems ag€ooperative Open Cyber-Physical Systems (CO- rens. Developing a safety critical system typically requires mak-
ing design decisions that tradf safety concerns, functionality,

CPS). We assume that no single stakeholder has overall respo : ; S~
sibility over the CGCPS, that the cooperation relies on the wire-C0St and other considerations. Achieving adequately safe coop-

less communication to perform a safetyevant functn, and erative cybeiphysical systems requires arriying "‘*’6?"9”9- :
that security issues are of concern. Following the taxonomy cﬁnd assuring a safe design even though participants in the design

Wilkies et al.[7], SafeCOP targets systems that are of the folP"0C€SS are competitors reluctant to share all of their concerns or

The development C@PS poses challeng¢hat are not ad-
equately addressed by existing practines standardsWhile
careful safetyaware design and thorough safety assurance is re-
equired, no single manufacturer has design authority over or re-
sponsibility for the safety of set ofcooperativeembedded sys-

lowing three types: (i) use intaystem communication to reach intricacies of designs with each other. Moreover, due to the co-
a common goal; (ii) rely on communicated information from
other systems in order to ensure safe and/or efficient operatioﬁl
(iii) provide serviceshat may compromise safety if the commu-
nication fails.

Such Cooperative Open CybRhysical Systems casuc-
cessfully address several societal challenges example, co-
operativevehicles (vehiclao-vehicle, V2V, and vehicko-in-
frastructure, V2I) have been shown to reduce fuel consumption,
reduce the number of accidents (including injuries and fatali-
ties), result in productivity gains and congestion savings, result-
ing in annualsavings of 1,300 to 2,000 billion Ew{B]. The
US National Highway Traffic Safety Administration (NHTSA)

has estimated that’@V safety applications have the potential to y

address approximately 80% of crashes for unimpaired driversO.

For Road Weather Stationehich is a use case in the project
employing (V2I) and infrastructus®-vehicle (12V) communi-
cation modes, we can deliver critical-tqpdate reatime road
weather data, which can increase traffic safety. In the maritime
area, cooperative bod@j can dramatically increase navigation
safety, sinceaccording tothe IMO (nternational Maritime
Organization),75% of ship accidents worldwide are due to hu-
man error. CECPS can also be employed in the healthcare mar-
ket, which is characterized by dramatically increasing costs. For
example, cooperative robots can bedusereduce the amount

of physical labour in hospitals. The use cqt#3) addressed in

the projectare summarized iRigurel. ¥

UC1. Cooperative UC2. Cooperative UC3. Vehicle
moving of empty bathymetry w/ control loss
hospital beds boat platoons warning

=

Two-robot autonomous bed
mover to wheel ordinary
hospital beds to a central
cleaning facility.

(Semi-) autonomous
ooats forming a platoon
cooperate to perform
oathymetry

measurements. are notified.

When a vehicle loses
functionality affecting
others, all vehicles and
the road infrastructure

operative and openness nature, many circurnstwhich have
be covered by the prelease safety assurance are difficult to
anticipate at design time in the case of-CBS.

I1l. PROJECTOBJECTIVES

The concrete objectives of SafeCOP: are

¥ Objective 1. Develop a safety-assurance framework for

CO-CPS. Theprimary objective of SafeCOR to pro-
pose an approach to the safety assurance oCES
which will facilitate their certification and market re-
lease. This will create new applications and market seg-
ments, successfully addressing societal challenges

Objective 2. Develop a reference “Runtime Manager”
architecture to support the engineering and certification

of CO-CPS. SafeCOP will define and develop a refer-
ence ORuntime ManagerO (which extends the reference
platforms in the targeted application areas) dedécts at
runtime abnormal behaviour, triggering if needed a safe
degraded mode. The verification, validation and simula-
tion methods and tools developed as part of Objective 1
will be used to produce, besides the safety assurance ev-
idence needed to ceftitooperative functions, also the
conditions that need to be observed by the Runtime Man-
ager to ensure safety.

Obijective 3. Extend the current wireless protocols for
safe and secure cooperation. SafeCOP will evaluate the
adequacy of standard wireless temlogies for CGCPS

UC4. Vehicles and UCS5. V2|

roadside units cooperation for

interaction traffic
management

. P @) @

Road weather stations V2l for traffic

(RWS) collect weather  management using

measurements, including position and speed data

from other vehicles, and from vehicle-borne

distribute them. transmitters to optimise
traffic.

Figure 1. Use cases addressed in the project



to be used in the target application areas, and will prohence the objective to contribute to new standards and regula-

pose an applicatiolevel Osafety layerO on top of existingtions. This is managed thanks the SafeCORroject partners

protocols to ensure safe and secure cooperation such thatho aresafery assessors (DNV GL, Safety Integrity, DTI), as

CO-CPS can be certified. well as members of standards committéekditionally, the pro-

L . jectis strengtheneddy an externabdvisory boardcomprisin

¥ Objective 4. Contribute to new standards and regula- Jpeople Withgvast saf)éty assurance aewr?;yrelated exF:)ertisge.
tions. An important objective of SafeCOP is to contribute e, \yijl make sure that the innovations developed in SafeCOP

to new standards and regulations, e.g., provide the cert;o grounded in current certification practice and are aligned

fication authorities and standardization committees withyith the current efforts in the technical committees tasked with
the scientifically validated solutions they will need to xtending the certification standards

craft effectve standards which have been extended to ad-
dress cooperation and systefasystems issues. Figure2 shows twoCPSsystems, A and B, developee-
L i spectivelyby two organiations.Note that the systems addressed
¥ Objectlve. 5. Demonstl.”ate. the usefulness of SafeCOP  in safeCOP may consist of severarhftrary) cooperating
concepls in target applications. We take f'Ye reaivorld cyberphysical systemd€ach system has a cooperative subsys-
applications in several domains and build demonstratofer ceresponsible for the cooperative safety function. The com-
systems which show how COPS can have concrete \pication is wireless. SafeCOP will extend the current-state
L_ltl||'[y across a broad range of real commercial applicays.thaart wireless protocols by creating an applicaiieve i-
tions. brary and related API that acts as a Osafety layerO on top of the
existing protocols. If this APl is used for the communication, we
guarantee that the communication has Ohigh integrityO, i.e., trust
Figure 2 presents the SafeCOP safety assurance concephat the contents of messages notcorrupted eitheuninten-
The approach in SafeCOP isrtatrict the behaviour of the co-  tionally or intentionally. This is needed because otherwise our
operative safety function atntime, such that thelesign-time  cooperative function A cannot trust and therefore cannot use
safety assurancevidence, with additionalmonitoring at messages from the other system (B) to implement its safety
runtime, is able to guarantee the safety requirements. Such aiinction. We will reuse security results from other ARTEMIS
approach may require changes to the certification standardssgects such as DEWI and from the Cooperation Reference

IV. CONCEPT ANDAPPROACH
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ORGANIZATION A ORGANIZATION B

Figure 2. The SafeCOP safety assurance concept



Technology Platform (CRTP), and our focus is on delivering @0 develop useful and failsafe fallback functions, since often it is
solution which is not susceptible to security threats, such asot appropriate to just stop (assuming there is a Osafe stopO func-
manin-the-middle attacksSecurity concerns are not covered in tion).

detail in curent safety standards, potentially resulting in systems

that are successfully certified according to relevant safety stand- | "¢ Runtime Manager containsn@nitoring module that
grformsdata acquisition to collect safetyrelated data, which is

zg?gt,ybut that still are open to security threats that mayjeopardlgwn analysed and included in the safety assurance evidence. In
’ this context, we say that we have a Oliving safety caseO, which

Each organization prepares their safety assurance eeidenis updated with information collected at runtime to increase

at design time. In SafeCOP, the safety case prepared by orgafidlence. In this context we also say that the safety caserés

zation A is done by composing the evidence of the cooperativeental, and it may suppopirovisional certificates allowing us-

subsystem A with thgublic evidence from the cooperative sub- age in limited scenarios (e.g., initially only-tinelab use).

system B (i.e., without exposing the Intellectual Property, IP, oThrough evidence collected at runtime, provisional cestifis

organization B). This is similar t@aodular certification allowed  can be upgraded to cover more general usage scenarios. The

by certification standards, e.g., the SEooC (Safety Element ogualification of the Runtime Manager and the constraints are

of Context) in ISO 26262. The difference is that modular certipart of the desigtime safety assurance evidence.

fication typically does not hide the IP and does not address

runtime safety assurance. In the proposal, we also refestas V. WORK PACKAGES

composing safety cases, since the safegse for the cooperative  As the central goal in the project is to provide an approach

function will be based on the individual safegses for subsys- for the safety assurance and engineering of cooperative open

tems A and B. cyberphysical systems (CQPS), we have organized the pro-

nti@ct around a number of use cases that feed requirements and

n Problems into the research weplckages (WPs). The proposed

utions are thedemonstrated and evaluated to ensure the fea-

ility of the approach.

The safety case relies on constraints that restrict the ru
behaviour of the safety function, in @rmdto anticipate at desig
time the circumstances that can occur at runtime. These runtirﬁ%I
constraints are derived from the safety requirements and are el

forced by aRuntime Manager (RM), which monitors the coop- The project is organized in seven WPs:
erative safety function. The integrity of querative subsystem .
A is guaranteed by system Addshitecture and safety mecha- ¥ WP1. Requirements,

nisms. The public safety evidence of the subsystem B is refined y \ypo
into a set oflemands which have to be fulfilled by subsystem B

in order to ensure its integrity. We call thise@itional safety ¥ WHP3. Safe and secure wireless cooperation,
caseO: the safety requirements are guaranteed only if the de-
mands are satisfied.

If the Runtime Manager detects abnormal behaviour, or if ¥ WPS. Demonstrators and evaluation,
the demands are not satisfied, the cooperative safety functional- y \wpg. Dissemination and exploitation,
ity is disabled. SafeCOP will analy the requirements of the use
cases and propose constraints based on the definition of the co-¥ WP7. Management.
operative safety functions, such that safety is guaranteed. The
safety case needs to also consider the risk of requirement viols\-/
tions, and how to provide failsafi@lback mechanism€onsid-
eredmechanisms, including safety under such scenarios, will i
troduce additional constraints on the systems involved.

. Safety assurance framework for-C8S,

¥ WP4. Platform and tool support feafety assurance,

The research and innovation work in the project is defined
the requirements derived in WP1. These requirements are
coming from the use cases, which are part of the WP5 on de-
Mhonstrators and evaluation. In WP1 we do the collection, refine-
ment and consolation of the requirements and research drivers.
TheRuntime Manages implemented asoftware that needs These consolidated requirements and research questions are then
to run on the CECPS system to ensure safe coopenant the basis of the work of WP2, WP3 and WP4, which provide
runtime. This RM has to be OseparatedO from the functionalgglutions thal in turnN are be applied and evaluated in several
of the device, such that loweriticality functions do not affect demonstrators in WP5. V2Rs concerned with the development
the functioning of the higlriticality RM. Some platforms (e.g., of the SafeCOP safety assurance framework targetinGCES,
AUTOSAR?) provide such separation mechanisms, but som#hich communicate wirelessly. The wireless communication is
(such as RO% do not, so these separation mechanisms (similarddressed in WP3 where the goal is to extend the current proto-
in concept to a Ovirtual machineO, but more lightweight) witols such that they provide the requirievels of safety and se-
also have to be developed. The RM has to know what to mpnitogurity for COCPS. The safety assurance framework is sup-
the OVerification and Validatiom@ethods and tools will pro- ported by the SafeCOP platform, which consists of reference ar-
duce stety requirements that need to be monitored at runtimechitecture for CGCPS and methods and tools for producing
Once the RM detects a safety violation, it will have to fallbacksafety assurance evidence. The work in WP2, WP3 ardlisVP
to a Odegraded modeO. The functionality of the Odegraded maairfdrmedin parallel,with interactionson the issues related to
will have to be developed in the demonstrgtand it is specific  the assurance framework, wireless protocol, architecture and
to the function of theespectivedemonstrator. It is challenging methods and tools. All WPs are structured such that intermediate

! http://www.autosar.org 2 http:/iwww.ros.org



evaluation of the approach is possible every year. WP&-is rWP5 Demonstrators and Evaluation. The consortium devel-
sponsiblefor ensuring and monitoring the collaboration as de-opsa number of demonstrators to show the applicability of the
scribed above; all WP leaders are part of this task. The dissemipproach in different ingstrial areas. The demonstrators are
nation of the major findings of the projeeill be done in WP6, pyilt using the wireless technologies, platforms, methods and
and the management activities in WR7descrigion of each  gg|s in WP3 and WP4, by applying the safety assurance pro-
WP follows. cess developed in WP2. This weplckage also evaluates the

WP1 Requirements. The goal of this worpackage is to es- results of the demonstrgtors. It prosddvarious requirements .
tablish both the business case of the approach as well as tReut to WP1, and provide feedback that can be used to guide
requirements for the solutions as they apply to different dofurther research and development work in work packages WP2,
mains. The business cases establish goals that have to \$&3. and WP4.

achieved, anthat can be assessed in the evaluation ypadk- ~ WP6 Dissemination and exploitation. All partners advertise
age WP5). The requirements provide the specific constraintsSafeCOPto their networksacademic, ridustrial, business or
and problems that have to be solved in work packages WP@general publicThis workpackage includes setting up the pro-
WP3, WP4. The focusf WP1is on safety and security related ject web site, producing newsletteganiation of work-
requirements for the implemtation of cooperative safety shops, demo booths, etc. An important component is also to li-
functionsrequired by the use cases aison with standardization organizations to providermation

WP2 Safety assurance framework for CO-CPS. The main ~ about the results of the projeThe objective of the exploitation
objective of this work package is to develop a practical safetphase is to identify and implement the actions necessary to
assurance framework for GOPS. After an evaluation of the Mmaximize the market value, the business potential and the social
state of the @ on safety assurance, the WP proposes an asstenefits for the European Union of the project outcomes. The
ance framework that can address the challenges eEE® by phase will be carried out using thensortiumOs networks and
combining prerelease safety assurance with runtime monitorother channels to explore vertical qpphcaﬂons, use cases and
ing. The basis for this framewoik a composable safety case, disseminate commercially the solutions developed within the
which contains OdemandsO placed on cooperative subsystdéfject. The exploitation will also address the standardization
in order to provide safety OguaranteesO for the cooperatR@livities: the definition of new standarétyr safety require-
safety functionin this WP we also evaluate and extend a safetyneénts and the specification of methodologies for testing and
analysis method called STAMP, which is shlafor systems Ccompliance to the SafeCOP concept, will represent an im-
with a lot of interactions. This work package also produces Rortant achievement/highlight of the project.

set ofscientifically proverrecommendations for the certifica- WP7 Management. This work package contains all tasks re-
tion of CO-CPS. lated to the manageant of the project, i.e. monitoring and re-

WP3 Safe and secure wireless cooperation. In SafeCOP we ~porting. Central to the success of the project will be the estab-
address cooperative open systems that corimaten using lishment of a good quality plan, risk management plan and
wireless technologies. We are interested to elevate theogtate Communication plans to ensure good information flow between
practice to develop technologies that are both safe and secut@e partners. Moreoverthis wok package also includes

to be used in the context of GCPS. Hence, we start by evalu- knowledge andntellectual Property RightsRR) management
ating standard wireless technologies that can potgriieused  in the project.
for cooperative safety functions, and we extend these wireless
technologies to ensuend facilitate assurance sdifety and se- o o
curity in cooperative embedded systems. Once a safe and secure The consortium is industded, consisting of 7 Large Enter-
communication solution is available, in this work pag we — Prises, D Small and Medium Enterprises (SMEs), working with

are also interested to design distributed cooperation algorithnﬁsuniversmes_ and 5 Reseeh Transfer Organisations. The part-
with safetycritical requirements. ners are positioned across the full vathain, from technology

providers to system integrators, OEMs and arggrs. The pres-
WP4 Platform and tool support for safety assurance. The  gnce of 3 safety assessors and 6 members of standardization
goal of this work package is to providelatform and tool sup-  podies facilitates the exploitati of safety assurance resufs.
portfor safety assurance. TN¥P defines a reference platform already mentioned previously, beside the stakeholders repre-
(hardware, OS and middlewarg)ith the aim toguarantee the sented by ECSEL JU monitoring the project, the project estab-
integrity of the cooperative function. We will extend the majorlishedan advisory board.

platforms from each application area, e.g., AUTOSAR for au- Special emphasis takenon a balance between technology

tomotive and ROS (which lacks safety taoisms) for mobile users and providsron the one side, and large companies, SMEs

robots. The novel component in the platform is a Runtime I\/Ianémd researchers on the other. This balavitéacilitate the tech-

ager, which enforces the cooperative function safety requirés, oqy transfer from theory into industrial practice. Particular
ments providing a failsafe state in case of failure. This Woriémphasis has been put on the integration of SMEs. This can be
package also extends the ARTEMIS Reference Tool®ofiat  seen on the quagi and number of SMEs involved in the project.
with a focus on extending tool flows to support in efficiently The enterprises (SMEs and LEs) include Original Equipment
producing safety evidence for certification. Manufacturers, system integrators, and-aselrs.

VI. CONSORTIUM



The project partnerarefrom six European countries, with
four representatives from the Nordic ctiies (Denmark, Fin-
land, Norway and Sweden) and two from Southern Europe (Italy
and Portugal). An overview of the number of partners per coun-
try can be found ifrigure3
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The project coordinator is Alten Sverige, a Swetlased
LE with a presence in 20 countries. The@KAlten Sverige,
DNVGL, GMVIS Skysoft, Intecs, Odense University Hospital,
TEKEVER Autonomous Systems and Thales Italy) and SMEs i
(ALTE Visetec, Aitek, Impara, Intelligence Behind Things So- © [ =
lutions, Maritime RoboticsSITO, Qamcom Research & Tech- 7 &
nology, RoTechnology, Safety Integrity and Technicon) in the
project cover several market domains with representatives from
the automotive, maritime and healthcare sectors. Their presence
ensures that the fivese caseare properly grounded, that solu- a
tions are busiessoriented, and that the final exploitation of the
results reaches the right groups across multiple domains.
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Having experience with nationally danded projects where
a whole country has had to drop out, we have organised our fiveFNE== I g E
demonstrators in nianal units bound together by an interna- [
tional research OcapO with sufficient redundancy in expertise u“ﬁ = b | e L
cover the withdrawal of a single country if need be. Each of the ﬁﬁ_ R , '—%
23 %

national units are partners who have worked successfully to-
gether before, though nat an the same projects, and all of the ~ =
university researchers involved have worked together previ- ===

. K . . L . | Al | T | A |
ously in various subgroup combinations. All of the university _:
partners and most of the industrial partners have previous expe- Hi. - ':T
rience with both national and @rhational research projectst- =L [
houghthree of the partner departments have not been involved Emm =0T 8 & & 1 |
in European projects before. S e

A. Setting up the consortium Figure 3. The SafeCOP consortium

The ARTEMIS and ECSEL funding instruments have pro-for payment. Most countries ask for an industrial project leader,
moted the assembly of very large and complex projects, ofteand a specific budget ratio between industry and acadd hat
involving more than 100 person years1@® partners and a means that one prospective academic partner often has to find
(public) budget of between 042 million Euros The average one or two other partners from the private sector to be nationally
project has 25 partnersi@d 9 million Eurostotal budge{10]. eligible. This means that the consortium will grow at least one
The strategy is to Othink bigO to gain OimpactO and even if #x$ra round, without any real chance for the consortieader
not primarily the size of the consortium that is means #till  to control the development.
an underlying message, that the larger it is, the more impact it o ) .
will have. 3é)T%e ARTEgMIS mantra 'th?nk big' does not mea?w that Spemﬂ;:.:(I:hatlIeng?e”are.the.rlsrtgatIargle sggmetn;sté)f .p?(rt'

ll prjects hae 1o b huge ones ke the ARTEMIS CESARE™ 0 UZLSers o vy, neludng ved parnarm i
project (Costefficient methods and processes for safety relevan d whersome countries choose not tg fund a specific ro'ect’
embedded systems), which has about 58 partners and about 138 therwi hort on buddior. frankly. st P tp Ject,
million of investmentit means thinking about the impact that ?hreofuri;\ilﬂse “ﬁn short on budgeer, frankly, stop supporting

the project will have€11]. The dimesion of the projects poses g scheme.

several challenges for its management. Hence it is not likely that structured semi-open methodology. We havehad experi-

all the staff from two partners ever meet in the project. The polence with such a Osnowball strategyO several times before. To
icy of promoting large and complex projects is also reflected imake the lead and propose a topic and gather a consortium is not
the support for proposal that &vailable in the ARTEMIS con- an easy task in a very open environmefs an alternative to
sortiumbuilding events. At the breakout session all interestedhe Osnowball strategyO, we performed a more struptocess
potential partners are welcome. There is no mechanism to alloiw the SafeCOP proposal. That fosters narrower, smaller and (we
the consortium leader to sort out undesired partners. The wollsélieve better consortia. The objectives for this are to gather a
scenario is to walk off with 3@0interested organisations, all of large group of interested potential partners, but through the pro-
them expecting to be part of the proposiahiting the consor-  cess select the most desired ones.

tium is a difficult task. , . .
We first proposeé our SafeCOP project at a consortium

The funding of ARTEMIS/ECSEL is a blend of Europeanbuilding event, early in February 2014. In this case we presented
contribution and contributions from eackational innovation the project in a fiveninute pitch talk, together with 50 other
agency[12]. Each national agency has its own criteria and rulepresenters in a plenum session. We also presented a poster, anc



the project was also pesl on the web a couple of weeks aheadCyberPhysical Systems (GOPS), where no single stake-
The result was a list of 37 interested individuals, representing 3iolder has the overall responsibility over the resulted sysfem
different organisations, where 4 were large companies or indusystems; safe cooperation relies on the wireless communication;
tries, 6 SMEs, 12 institutes and 9 universities, from 14 countriesand security is an important concern. Although suchG@R3®

The OusualO prosesould be to use the breakout sessions t@an successfully address several societal challenges, and can
form an initial outline of the proposal, and start assembling thkead to new applications and new markets, their certification and
consortium. development is not adequately addressed by existing practices.
Note thatmany of theheresearch anthnovatiors of SafeCOP

But for us, the next step was to contact theg8&isonlarge ?Iso apply to CACPSthat are not safetielated
s .

group after two weeks. The message was that we planned
form a consortim out of the group of interested partners. They  SafeCOP brings clear benefits in terms of crm®ain cer-

were all given the task to descrifig their own organisatioi2) tification practice and implementations of cooperating systems
what their contribution would be arfd) whether they would be in all addressed areas: healthcare, maritime, vetoelehicle
willing to lead any task. They were giva threeweek deadline. and vehicleto-infrastructure (V2I). The advantages include
The resultwas a detailed list of potential partners, but the lisiower certification costs, increased trustworthiness of wireless
had been shortened to 10 potential partners, of whom 1 was frocommunicationpetter management of increasing complexity,
industry, 2 from SMEs, 3 from institutes and 4 from universitiesreduced effort for verification and validation, lower total system
from 10 countries. We believe thtae action sorted out the bet- costs, shorter time to market and increased market share. The
ter haf of the list\ those who were actually responsive to jointresults are demonstrated in five demonstrators: cooperative
actions. moving of empty hospil beds, cooperative bathymetry with

at platoons, vehicle control loss warning, vehicle and roadside

.- . 0
At the end of the day eligible country consortia are neede%nits(%teraction and V2l cooperation for traffic management.

in this kind of call, and therefore the next step was to ask the 1
interested potential pers to provide national rules for the call
(if known), and also to propose additional potential partners
from their own countryf needed, with respect both to national
rules and the direction of the proposal. The potential partn
had one week to suggt partners and another week to get th
same kind of information from these new, suggested partners.
At this stage at least one country left, but also one new entered.
The result was a detailed list of potential partners, but the lidt]
had been extended 26 potential partners, of whom 5 were 2]
from industry, 8 from SMEs, 7 from institutes and 6 from uni-
(3]

versities, from 10 countries.

Thereafter we selected three core partners, from three differ-
ent countries (Denmark, Italy and Portugal); however, the Italial Y
company could not commit itself at this stage. The core tea ]
worked out a OwritepO and selected partners and partner coun-
tries, mostly from the set of already interested partners, but al
some totally new ones, that fitted into the project. Now tts¢ fir
revision of the consortium was Sweden, Denmark and Portugal,
plus Norway, the Netherlands and Germany. In addition, Austrig]
was asked to join. A message was issued for all the interested
organisations that they were currently not included, but that thely]
might be taken into account at a later stage. At this stage Italy
re-entered into the consortium, while Austria, the Nends (8]
and Germany fell away.

We have established this way of working to find better way$9l
to establish new European research coissdrirst we identify
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