B -
Semantics and Computability

Compulsory Exercise 2

René Rydhof Hansen

F05-02240

0000000000000000



Protecting Memory

o N

#® Special memory access (shared memory, memory
mapped 1/O)

o Example: buffer updates in device driver

buf := 42

LProblems: ?7?7? J
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Protecting Memory

-

# Example: buffer updates in device driver
s Status must be checked before update

| f (status
buf := 42
el se

LProblems: P77

#® Special memory access (shared memory, memory
mapped 1/O)

true) then

-

|
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Protecting Memory

-

#® Special memory access (shared memory, memory
mapped 1/O)
#® Example: buffer updates in device driver
s Status must be checked before update
s The log must be updated before the buffer
s But: it Is not mandatory to update the log

| f (status = true) then

og : = 8Y/;
ouf = 42
el se

LProblems: ?7?7? J
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Protecting Memory

o N

#® Special memory access (shared memory, memory
mapped 1/O)
#® Example: buffer updates in device driver
s Status must be checked before update
s The log must be updated before the buffer
s But: it Is not mandatory to update the log
» Reset can only occur after buffer and log is updated

| f (status = true) then

og : = 8Y/;
ouf = 42
el se

LProblems: ?7?7? J
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Protecting Memory

o N

#® Special memory access (shared memory, memory
mapped 1/O)
o Example: buffer updates in device driver
s Status must be checked before update
s The log must be updated before the buffer
s But: it Is not mandatory to update the log
» Reset can only occur after buffer and log is updated

| f (status = true) then

og : = 8Y/;
ouf = 42
el se

LProblems: tedious, easy to forget, stupid programmers, ... J
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Solution: Reference Monitor (RM)

o N

# Central control of all memory access
# Enforce safety/security policy
# Problem: how to specify the RM?

o |
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Deter ministic Finite Automaton (DFA)
- -

’A — (27 Q? QO7 5)

3. alphabet
(). states
go € (). start state

e o o o

) : () x ¥ — @: transition function

we write ¢ = ¢ whenever ¢’ = §(¢, a)

o |

oooooooooooooooo



DFA for Buffer Updates
-

o ) =
o ()=

® |nitial state:
)
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-

DFA for Buffer Updates

® X = {’status,!log, buf, lreset}

® Q= {q0, s, qu, @b, Qb }
# |[nitial state: ¢

)
?status !log !buf Ireset
q0 d7s
q?s q1 q'b
'y
q] qb
b q0

F 24 .5/



How to model this?

-

® Build DFA into the semantics

® ForDFA A= (3,Q,qo,9):
s From (S,s) — s't0 (S, s:q) =4 8¢
o Y ={lz|x € Var} U{?x|x € Var}
s Q=777
e 0 =777

o |
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Annotated Semantics (AEXp)
-

For A a DFA define the — 4 semantics for arithmetic
expressions:

(n,s ) —4mn

oooooooooooooooo



Annotated Semantics (AEXp)
-

For A a DFA define the — 4 semantics for arithmetic
expressions:

(n,s:q) —an

oooooooooooooooo



Annotated Semantics (AEXp)
-

For A a DFA define the — 4 semantics for arithmetic
expressions:

(n,s:q) =4 n;q

(x,8 ) —4 8(x) If x € dom(s)

(a1,s ) —am (a2, s ) —ano

(a1 + ag,s ) —4 N1+ no

o |
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Annotated Semantics (AEXp)
-

For A a DFA define the — 4 semantics for arithmetic
expressions:

(n,s:q) =4 n;q

(x,8;,q) — 4 $(x) If x € dom(s)

(a1,s ) —am (a2, s ) —ano

(a1 + ag,s ) —4 N1+ no

|
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Annotated Semantics (AEXp)
-

For A a DFA define the — 4 semantics for arithmetic
expressions:

(n,s:q) =4 n;q

(x,5:q) — 4 8(x);¢ if x € dom(s)A

’x /
4 —4q

(a1,s ) —am (a2, s ) —ano

(a1 + ag,s ) —4 N1+ no

|
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Annotated Semantics (AEXp)
-

For A a DFA define the — 4 semantics for arithmetic
expressions:

(n,s:q) =4 n;q

(x,5:q) — 4 8(x);¢ if x € dom(s)A

’x /
4 —4q

(a1,8;q) —an1: ¢ (ag,s ) —4 N2

(a1 + ag,s;q) =4 N1+ n2

|
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Annotated Semantics (AEXp)
-

For A a DFA define the — 4 semantics for arithmetic
expressions:

(n,s:q) =4 n;q

(x,5:q) — 4 8(x);¢ if x € dom(s)A

’x /
4 —4q

(a1,8;9) =an1;qd {ag,s;,¢") =4 naq"

(a1 + a2, s;q) =4 11+ n2; q"

-

|
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Annotated Semantics (Stmt)

o N

Using the same DFA (A) define the — 4 semantics for
statements:

(skip,s ) —4 S

oooooooooooooooo



Annotated Semantics (Stmt)

o N

Using the same DFA (A) define the — 4 semantics for
statements:

(skip, s;q) —A S

oooooooooooooooo



Annotated Semantics (Stmt)

o N

Using the same DFA (A) define the — 4 semantics for
statements:

(skip,s:q) — A S; ¢

oooooooooooooooo



Annotated Semantics (Stmt)

o N

Using the same DFA (A) define the — 4 semantics for
statements:

(skip,s:q) — A S; ¢

(a,s ) —gn

(x 1= a,87q) =4 8[x— n]

(S1,5 ) —as (S2,5" ) —as"
<Sl;*9278 > —A S”

o |
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Annotated Semantics (Stmt)

o N

Using the same DFA (A) define the — 4 semantics for
statements:

(skip,s:q) — A S; ¢

(a,s:q) —amn
(x 1= a,87q) =4 8[x— n]
(S1,5 ) —as (S2,5" ) —as"

<Sl;*9278 > — A S”

o |
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Annotated Semantics (Stmt)

o N

Using the same DFA (A) define the — 4 semantics for
statements:

(skip,s:q) — A S; ¢

(a,s7q) —an;q
(x 1= a,87q) =4 8[x— n]

(S1,5 ) —as (S2,5" ) —as"
<Sl;*9278 > —A S”

o |
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Annotated Semantics (Stmt)
-

Using the same DFA (A) define the — 4 semantics for
statements:

(skip,s:q) —A S;¢

(a,s7q) —an;q

v
if ) X /!
(x = a,si0) sasxonlig” T

(S1,s ) —a s (Sa,s" ) —as”
(S1; 59,8 ) — 48"

o |
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Annotated Semantics (Stmt)
-

Using the same DFA (A) define the — 4 semantics for
statements:

(skip,s:q) —A S;¢

(a,s7q) —an;q

v
if ) X /!
(x = a,si0) sasxonlig” T

(S1,5 ) —a s (S2,8" ) —as"

(S1;52,8,q) =4 8"

o |
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Annotated Semantics (Stmt)
-

Using the same DFA (A) define the — 4 semantics for
statements:

(skip,s:q) —A S;¢

(a,s7q) —an;q

v
if ) X /!
(x = a,si0) sasxonlig” T

(S1,8:q) =48 (S2,8" ) —as”

(S1;52,8,q) =4 8"

o |
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Annotated Semantics (Stmt)
-

Using the same DFA (A) define the — 4 semantics for
statements:

(skip,s:q) —A S;¢

(a,s7q) —an;q

v
if ) X /!
(x = a,si0) sasxonlig” T

(St1,8:0) —a 55 (S2,8 ) —as”
(S1;52,8:q) —A 8"

o |
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Annotated Semantics (Stmt)
-

Using the same DFA (A) define the — 4 semantics for
statements:

(skip,s:q) —A S;¢

(a,s7q) —an;q

v
if ) X /!
(x = a,si0) sasxonlig” T

(S1,87q9) — A8 d (Sa2,8" "y — 4 8"
(S1;52,8;,q) — 4 8"

o |
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Annotated Semantics (Stmt)
-

Using the same DFA (A) define the — 4 semantics for
statements:

(skip,s:q) —A S;¢

(a,s7q) —an;q

v
if ) X /!
(x = a,si0) sasxonlig” T

(S1,8:q9) =4 85¢  (S2,8:¢) —a8":q"
(S1;59,8,q) —4 8"

o |
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Annotated Semantics (Stmt)
-

Using the same DFA (A) define the — 4 semantics for
statements:

(skip,s:q) —A S;¢

(a,s7q) —an;q

(x = a,5:0) —asx—n]q

_ |
7 f q/ = q//

(S1,8:q9) =4 85¢  (S2,8:¢) —a8":q"
(51552, 8:q) =4 8" 4"

o |
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| nformation Security: High Water mark
- -

# All variables classified as either high security (H) or low
security (L) with L C H

s level : Var — {L,H}
» Assume level(1) = | and level(h) = H

® If a Hvariable is read no | variable must be written

h 1= 42; = 42; h 1= 1;
= h h = I f h then
=1
el se
=0

o |
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Exercise(s)
-

1. Finish the annotated semantics: T
# Finish the — 4 semantics for AExp
o Define the — 4 semantics for BEXp
#® Finish the — 4 semantics for Stmt

2. Specify DFA for “high watermark” security

3. Implement the annotated semantics in SML
# Can you re-use “old” semantics for AExp and BExp?
# Can you parameterise your implementation on A?

o |
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